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PRINCIPIES / | e\/ concepts

General firamework, future proof;, also for extensions
Quite optional:

s Freedomfior admins who can d te t freedom

ISSIONS
Localization

¢ Inheritance

& Work flows



ROI€

» ROIES (ana peErmIssions)
s SEME should be predenined In Dokeos
s Cal PE chanded by admin

Can DE created By admin ; r

can be igied by admin (and teachers if admin wants that)

« Role creation and changing are just two of the permissions which

can be given to certain roles.

»



Roles

s+ Seme roles are global (G), some are local (L):

s (G ViSitor (@anonymous)

s G Althenticated

sUest Course Member »
v | Officiall Cotrse Member (enroliea )
& G Student ’
& L Teac ching Assistant |
h:‘G Tea ner

« L Official Course Teacher (titularis in dutch/latin)

&« L Owner (of objects)
& G Admin
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Roles

ach personican have several roles (as in real life)
-

I

J ballroles and their permissions can be changed and assigned by
e admins - Iﬁ

g "4
al roles ana their mis%can be changed and assigned by
the teachers or whoever that has the 'change local roles permission'

e 0

« Except maybe the (optional) ‘Official’ roles which could come from
an external administrative database.



ait
jete
>0t

Uugg est ’

Review/Publish

~ Assign Local Roles

& Create (Local) Roles
& Change Permissions of Local Roles

& Change access permissions (visible/unvisible or
world/institution/class/owner)



Generalization

s All these permissions can be very general, but context sensitive
(localizeq) '

w1 €. JAdd" PERMISSION Can mMean

» Add »> 4

% course

% groups

« |inks

domlm

= forum sections
« forum

: topics '
&,

& All these permissions could be split up, but localization is the better
way to do it.



Inheritance

|

: : > o 3
Consider DEKEDS as an hieracnical (folder) system

| ocal permission settings ca 5‘ INhE %from upper folders.
[NREritance flag ony:

example

&« By default students have only View and Suggest permissions in (root)
link folder/tool

& Teacher can give s#bnts the Add/Publish permissions in the folder
'studentlinks’ (and therefore in its subfolders)




AssicC m‘t Dermissions

PEFMISSIONS alFfer assign é;ﬂcle
PERMISSIONS| are not assigned to users

, i
& because one anyway needs roles (Dokeos has since long Student, Teacher
and aamin: reIES

bec%ass]gn]ng and checking both user and role permissions is difficult
=

s If teachers are assigned (by admin) ‘Change permissions' and '‘Change
roles’ permissions:

&« Teachers can change the permissions for all students by changing the
permissions for their roles.

& Teacher can change the permissions for certain students by assigning
them an extra (existing or new) role.

¢ There could be a few predefined 'Powerfull student’ roles which
could be localy adapted by each teacher.



5 romrllccmg permissions from difi

coniiic crg'r)"' ISSions?

]
rent roles:

i<lg
1ii
..- .‘- i
ositive permissions overrule !

-~ This works Iff local reles are used 'correc&/

& examples ¥

kS

o

s don't ¢ Jran'r \rlrl/f it/... p%‘sions to global "'Teacher' role (which
ould be on eacr cou@, but to 'Official Course Teacher'

s don't grant View permission to 'Student' role (which would be on each
course) but to 'Official Course Member (enrolled)’
l—
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Example:

Workflo

~ Student suggests somethingi (e.g. link)

w Tie Stl

':‘EC

N

~

ciident 1s Owner off the object and can still Edit it.

~

€l
Ve
K

- (OF anyoenRe with local review permission) or Deletes or Publishes
(I.e; gives' View permission to other roles)

o
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HOW to make It easy?

II ‘
s \/jsualisation

s @R every location (glebal, folJrJ?Jro p?, tool, file, ...)
s Userr Permission J\/Irlrrj/ or 'ACL" (Access Control List)

« Roles page, where first a Role is chos& and then users can be added.

~ ~ Wheneverireles andi permissions are shown, it should have links to
dENNItions and Permission mat

-

¢« Implementation
l—
&« Default roles and permissions can be chosen according the current Dokeos

settings

& All tools should try to match the general permissions

&
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